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Abstract—Text-driven video editing models make convincing
malicious edits and deepfakes increasingly accessible. Proactive
defenses, which protect videos before release, are a promising
countermeasure, but existing methods often rely on external
target videos and show limited transferability. We propose
JanusGuard, a target-agnostic framework that disrupts inter-
nal representations required for consistent editing. Specifically,
JanusGuard combines (1) a Spatial Confusion Defense (SCD)
in pixel space to weaken the VAE’s foreground-background
semantic separation, and (2) a Temporal Decoupling Defense
(TDD) in latent space to disrupt motion consistency in the U-Net.
A low-strength denoising refinement step preserves visual fidelity
while retaining the protective signal. Experiments on two main-
stream text-driven video editing models show that JanusGuard
effectively degrades malicious edits while maintaining high visual
quality and outperforming existing baselines.

Index Terms—Proactive Defense, Adversarial Attack, Video
Editing, Diffusion Model.

I. INTRODUCTION

In recent years, rapid advances in diffusion models and
video editing technologies [1]–[8] have made high-quality
and controllable video editing accessible to non-expert users
through simple text prompts. Although this accessibility low-
ers the barrier to creation, it also creates potent opportunities
for misuse. Malicious attackers may exploit real videos up-
loaded by individuals or media on social platforms to gener-
ate deepfakes and propagate disinformation, raising concerns
about digital trust and security. This highlights the urgent need
to establish effective defenses against malicious editing of
video content.

To address this issue, most existing methods [9], [10] have
focused on detecting forged videos. However, this remains
a passive defense that cannot prevent the real-world dam-
age caused by the widespread dissemination of manipulated
content. This limitation has motivated growing interest in
proactive defense mechanisms, which aim to intervene be-
fore manipulation occurs. In the audio and image domains,
several studies [11]–[17] have successfully employed pro-
tective perturbations to safeguard content against malicious
edits. Building on these efforts, researchers have attempted
to extend proactive defenses into the video domain [18]–
[22]. Compared with images, video editing models enforce
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Fig. 1. An overview of JanusGuard’s protective capability. (Top) An unpro-
tected video is vulnerable to arbitrary edits. (Bottom) JanusGuard shields the
video from manipulation, causing the edit to fail.

temporal consistency through cross-frame interactions during
latent denoising, which can attenuate perturbations applied
independently to each frame. Despite recent progress, existing
video defenses [18], [19] often rely on external target ref-
erences to guide optimization, making performance sensitive
to target choice and complicating deployment. They can also
depend on inversion-based pipelines [20], which introduces
substantial computational overhead and couples the defense
to specific editing pipelines.

Motivated by these gaps, we introduce JanusGuard, a novel
proactive defense framework that operates without external
guidance. Our key idea is to disrupt internal representations
that text-driven video editing models rely on, including se-
mantic understanding and temporal consistency. To this end,
JanusGuard implements a dual-mechanism defense across two
distinct domains. It consists of two synergistic components:
the Spatial Confusion Defense (SCD), which operates in the
pixel space to corrupt the model’s foundational perception of
foreground and background; and the Temporal Decoupling
Defense (TDD), which intervenes in the latent domain to de-
couple the learned motion dynamics. By disrupting these core
internal mechanisms, JanusGuard achieves effective, target-
agnostic protection, and shows promising cross-model trans-
ferability in our experiments.

In summary, our contributions are as follows:

• We propose JanusGuard, a novel hybrid-domain protec-
tion framework against text-driven video editing models,
achieving robust defense by attacking the model’s internal
representations without reliance on any external targets.

• We design two complementary defense modules that form



a synergistic pipeline: (i) Spatial Confusion Defense
(SCD), which injects imperceptible perturbations in pixel
space to corrupt semantic encoding in the VAE; (ii)
Temporal Decoupling Defense (TDD), which breaks the
temporal consistency of learned motion features within
the U-Net, causing editing effects to collapse over time.

• We conduct extensive experiments on two mainstream
diffusion-based video editing models, showing that Janus-
Guard effectively hinders diverse editing operations while
preserving visual imperceptibility.

II. RELATED WORK

A. Video Editing Based on Latent Diffusion Models

Diffusion models (DMs) [23] learn a reverse denoising
process that progressively transforms random noise into high-
quality visual content. To reduce the computational cost of
performing diffusion in the original pixel space x, Latent
Diffusion Models (LDMs) [24] leverage a pre-trained Vari-
ational Autoencoder (VAE) [25] to encode images into a
low-dimensional latent representation z0 = E(x). A typical
LDM architecture consists of a VAE, a U-Net [26] for noise
prediction, and a text encoder for conditional guidance. Given
z0, the forward process injects Gaussian noise ϵ ∼ N (0, I) to
obtain

zt =
√
ᾱt z0 +

√
1− ᾱt ϵ. (1)

The model is trained by minimizing the noise prediction
objective

LLDM = Ez0,ϵ,t

[
∥ϵ− ϵθ(zt, t, c)∥22

]
, (2)

which learns the denoising process conditioned on c. This
design improves efficiency while preserving high-fidelity gen-
eration.

Building on LDMs, diffusion-based video editing [1]–[8]
typically treats a video as a sequence of frames and performs
controlled modifications during the iterative denoising process.
Compared with image editing, the key challenge is to satisfy
two constraints simultaneously: the model should follow the
editing instructions to introduce the desired semantic changes,
while maintaining spatio-temporal consistency across frames,
including subject identity, appearance details, and motion
smoothness. Since editing each frame independently often
leads to artifacts such as temporal drifting and flickering,
existing frameworks incorporate temporal modeling or cross-
frame interactions within the denoising process in the latent
space, and balance edit strength against content fidelity to
produce stable and controllable video edits.

Existing diffusion-based video editing methods can be
broadly categorized into training-based and training-free ap-
proaches, depending on whether model parameters are up-
dated. Training-based methods [1], [2] typically fine-tune the
model on a specific video sequence to capture its unique
motion patterns, thereby improving cross-frame consistency.
However, such methods typically require per-video optimiza-
tion, which incurs significant computational overhead and
can lead to overfitting artifacts, limiting their scalability in

practical deployments. Accordingly, training-free methods [3]–
[8] have attracted growing interest because they support zero-
shot editing without costly optimization. Within this paradigm,
TokenFlow [3] and FateZero [4] are representative frameworks
addressing temporal consistency through different technical
routes. TokenFlow explicitly propagates edited diffusion fea-
tures across frames based on inter-frame correspondences,
which mitigates flickering artifacts commonly observed in
frame-wise editing. FateZero focuses on attention regulation,
where spatio-temporal attention maps captured during DDIM
[27] inversion are strategically fused during denoising to
preserve structural and motion cues. Furthermore, recent stud-
ies [8] have explored inversion-free video editing methods
to avoid reconstruction errors introduced by inversion. As
training-free methods make unauthorized video manipulation
more accessible, developing proactive defenses against misuse
has become increasingly important.

B. Proactive Defense against Latent Diffusion Models

Proactive defense is complementary to detection-based pas-
sive defenses by injecting perceptually imperceptible protec-
tive perturbations before release, making diffusion-based gen-
eration or editing unstable or difficult to control. By the stage
of intervention, existing proactive defenses can be grouped
into three categories [28], including applying constrained
perturbations in the pixel space [13], [14], affecting the dif-
fusion trajectory during iterative latent-space denoising [14]–
[16], and intervening in conditioning injection and attention
alignment [17].

Most existing proactive defenses are developed for images.
When applied to videos in a frame-wise manner, their ef-
fectiveness can be reduced because video diffusion models
exploit temporal redundancy and cross-frame consistency. Cor-
respondingly, several works study proactive protection specif-
ically for diffusion-based video manipulation. For image-to-
video generation, recent defenses [21], [22] protect the source
image by adding imperceptible perturbations that degrade the
resulting video. We then focus on defenses against diffusion-
based video editing, which requires disrupting editability while
preserving spatio-temporal consistency. Li et al. [18] propose
a black-box defense against diffusion-based video editing
that injects per-frame adversarial perturbations to undermine
controllable manipulation. Under its target-driven formulation,
PRIME optimizes the perturbation toward an external target
image to push the edited output away from the intended
semantics, which makes the protection effectiveness sensitive
to the choice of target references. To leverage temporal con-
sistency, Li et al. [19] select a target video and use the latent
representations of its consecutive frames to guide perturbation
optimization, aligning the protected video to a continuous
target trajectory in latent space. Cao et al. [20] construct per-
turbations via a two-stage optimization over DDIM inversion
latents. This design incurs substantial computational overhead
and is more compatible with inversion-based editing pipelines.
However, existing defenses often depend on chosen target



references or inversion-based optimization, which can reduce
practicality in real-world use.

III. METHODOLOGY

A. Threat Model

Attacker’s Capability The attacker is assumed to have no
direct access to the original video V and can only obtain
the protected video V ′ from public channels such as social
media. While the attacker has full access to publicly available
text-driven video editing models to apply edits to V ′, they
have no knowledge of the embedded protection mechanism,
including its specific algorithm, parameters or even its very
existence. Consequently, the attacker can only observe the
ultimate failure of their editing attempts, lacking the necessary
insights to bypass or neutralize our protective measure.
Protector’s Capability The protector, as the owner of the
original video, is assumed to have full control over it prior to
public release. Its core ability lies in computing a perturbation
δ with our proposed method and embedding it into the original
video V , thereby producing a protected version V ′ = V + δ.
This perturbation is designed to render any subsequent text-
driven editing attempts ineffective. To generate δ, the protector
has white-box access to a surrogate model, enabling the
extraction of gradients and intermediate features. However, the
protector must operate under two key practical constraints: (i)
the perturbation δ must remain imperceptible. (ii) the specific
editing models that may be deployed by future attackers
remain unknown.

B. Our Approach

Our proposed framework, JanusGuard, aims to prevent
unauthorized video editing by disrupting a surrogate model’s
internal representations while preserving the perceptual qual-
ity of the original video. To achieve this balance between
protection effectiveness and content preservation, we design a
dual-mechanism defense that operates in two complementary
spaces. In the pixel space, we corrupt semantic encoding
to reduce the model’s ability to distinguish foreground from
background. In the latent space, we further disrupt temporal
modeling to decouple motion dynamics across frames. These
two mechanisms are instantiated as the Spatial Confusion De-
fense (SCD) and the Temporal Decoupling Defense (TDD),
respectively. An overview of the overall framework is shown
in Fig. 2.
Spatial Confusion Defense The Spatial Confusion Defense
(SCD) targets the foundational component of diffusion-based
video editing, namely the Variational Autoencoder (VAE) [25],
which maps pixel-space frames into a semantically structured
latent space where subsequent edits are performed. Our core
strategy is to interfere with this encoding process by injecting
imperceptible pixel-level perturbations. Importantly, these per-
turbations are constrained to remain visually indistinguishable
and are designed to affect semantic separability rather than
altering explicit visual structures. As a result, the VAE pro-
duces a latent representation that is semantically ambiguous
but visually faithful to the original content.

To implement this, our goal is to craft a perturbation δx
for each frame x, constrained by ∥δx∥∞ ≤ ϵ. The perturbed
frame x̂ = x + δx is then fed into the VAE encoder E(·) to
produce a corrupted latent representation ẑ = E(x̂). To confuse
the model’s understanding of scene composition within ẑ,
we maximize the feature similarity between the foreground
and background. These regions are identified using a binary
mask M ∈ {0, 1}H×W which is generated by a pretrained
segmentation model and subsequently downsampled to the
latent space resolution. The respective average feature vectors,
ẑfg and ẑbg , are then computed as:

ẑfg =

∑
i,j Mi,j · ẑi,j∑

i,j Mi,j
, ẑbg =

∑
i,j(1−Mi,j) · ẑi,j∑

i,j(1−Mi,j)
.

(3)
The SCD loss is then formulated to maximize the cosine simi-
larity between these vectors, which is achieved by minimizing
the following objective function.

LSCD = 1− cos(ẑfg, ẑbg) = 1− ẑfg · ẑbg
∥ẑfg∥2∥ẑbg∥2

. (4)

By maximizing the similarity between foreground and back-
ground features in the latent space, this objective weakens the
model’s ability to maintain clear semantic boundaries, while
avoiding explicit structural distortion in the pixel space. We
optimize the perturbation δx for each frame using Projected
Gradient Descent (PGD) [29] to minimize LSCD.

During optimization, we further adopt a segmented fixed-
mask strategy to improve temporal consistency. We split the
video into short segments and compute the foreground mask
M only on the first frame of each segment. The mask is then
reused for the remaining frames in the same segment. This
design brings two benefits. First, it mitigates boundary flicker
caused by frame-wise mask variations. Second, it provides a
stable optimization target, so the perturbation remains aligned
with the same semantic region across consecutive frames. As
a result, the perturbation yields temporally coherent semantic
interference with fewer visible artifacts.
Temporal Decoupling Defense While SCD corrupts static,
per-frame semantics, TDD targets the video’s motion dynam-
ics by disrupting the temporal consistency between adjacent
frames. Unlike SCD, TDD introduces a subtle perturbation δz,
directly into the latent space to sabotage the temporal modeling
modules of the U-Net.

The TDD perturbation δz is optimized independently on
the clean video’s latent sequence to learn a general motion
disruption pattern. To formulate its objective, we first encode
the original clean frames {xi}Ti=1 into a latent sequence {zi =
E(xi)}Ti=1. We then add the perturbation to create a transiently
perturbed sequence {z̃i = zi+δz,i}. This sequence is fed into
the U-Net’s temporal modules M to extract a set of motion-
aware feature maps {Fi}Ti=1 = M({z̃k}Tk=1).

To quantify temporal consistency, we apply Global Average
Pooling (GAP) to the spatial dimensions of each feature
map Fi to obtain a feature vector ui = GAP(Fi). The
TDD objective is to minimize the cosine similarity between



Fig. 2. An overview of our proposed JanusGuard framework. The top panel illustrates the independent generation of our two defense components. The
bottom panel shows our Hybrid Protection Pipeline, where these pre-computed perturbations are sequentially applied to a clean video, followed by a crucial
low-strength denoising refinement step to produce the final protected video.

features of adjacent frames. The overall optimization goal for
δz is to minimize this temporal loss while constraining the
perturbation’s magnitude:

min
δz

LTDD(δz) =
1

T − 1

T−1∑
i=1

cos(ui, ui+1) + λp · ∥δz∥22, (5)

subject to ∥δz∥∞ ≤ ϵz. We optimize the perturbation using
PGD. The coefficient λp controls the regularization strength
and balances protection effectiveness against perturbation im-
perceptibility.
Hybrid Protection Pipeline Our final framework employs a
sequential pipeline that combines two independently optimized
perturbations, δx from SCD and δz from TDD. It improves
protection efficacy while maintaining visual quality. The pro-
cess for protecting a clean video V = {xi} is as follows:
Step 1: Pixel-Space Defense First, the SCD perturbation δx is
applied to the clean video frames. The SCD-perturbed frames
{x′

i} are passed through the VAE encoder to obtain a base
latent sequence:

zbase,i = E(x′
i) = E(clamp(xi + δx,i, 0, 1)). (6)

where clamp(·, 0, 1) clips each pixel value to [0, 1] to keep
the perturbed frame within the valid pixel range.
Step 2: Latent-Space Defense The pre-computed TDD per-
turbation δz = {δz,i}Ti=1, optimized on clean data, is then
applied to the base latent sequence. This further corrupts the
representation by introducing temporal inconsistency:

zfinal,i = zbase,i + δz,i. (7)

Step 3: Low-Strength Denoising Refinement Instead of
directly decoding the final latent sequence zfinal, we use it as a

starting point for a low-strength DDIM [27] denoising process.
This step leverages the U-Net’s generative capability to refine
the perturbed latent code in the latent space, seamlessly inte-
grating the adversarial signal into the video’s natural structure.
The entire refinement and decoding process is formulated
as below. Specifically, we run the DDIM sampling for only
the last few timesteps, controlled by a strength parameter s,
which determines the starting timestep tstart for the reverse
diffusion process. This subtly alters the video based on the
corrupted latent code without overwriting its content, ensuring
high visual quality. Finally, this refined latent code is passed
through the VAE decoder D(·) to produce the protected video
frame:

xprotected,i = D(DDIM(zfinal,i, prompt, strength = s)). (8)

This three-step pipeline corrupts both spatial and temporal
representations before the generative model performs any
edits, enabling layered protection through complementary per-
turbations.

IV. EXPERIMENTS

To validate the effectiveness of our proposed framework,
we conduct a series of experiments designed to answer three
key questions:

(RQ1) Can our method effectively defend against unautho-
rized or malicious edits in representative LDM-based video
editing frameworks?

(RQ2) Can our method preserve the perceptual quality of
the protected videos while maintaining effective protection?

(RQ3) Do the individual components of our method each
contribute to the overall protection effectiveness?



Fig. 3. Qualitative comparison of protection effectiveness on TokenFlow. Each row corresponds to a text prompt, and we show three representative frames
from the edited video. Without protection (left), the edits succeed and produce coherent results. PRIME (middle) only partially disrupts the edits, as the target
concepts remain recognizable. In contrast, JanusGuard (ours, right) causes the editing to break down, yielding distorted and visually incoherent outputs.

TABLE I
VBENCH EVALUATION RESULTS FOR TOKENFLOW. LOWER SCORES INDICATE BETTER PROTECTION PERFORMANCE.

Video Source
VBench↓

Subject Consistency Motion Smoothness Imaging Quality Temporal Flickering

w/o protection 87.31 88.87 61.81 88.10
Random Noise 83.37 87.67 54.09 87.41

PRIME [18] 82.89 88.44 56.76 87.69
JanusGuard (Only SCD) 80.83 87.79 48.55 86.04
JanusGuard (Only TDD) 86.24 85.33 59.91 84.88

JanusGuard (Ours) 79.77 85.02 46.46 84.58

TABLE II
VBENCH EVALUATION RESULTS FOR FATEZERO. LOWER SCORES INDICATE BETTER PROTECTION PERFORMANCE.

Video Source
VBench↓

Subject Consistency Motion Smoothness Imaging Quality Temporal Flickering

w/o protection 82.49 81.65 47.22 79.90
Random Noise 80.66 81.04 41.58 77.52

PRIME [18] 75.13 78.75 39.05 76.99
JanusGuard (Only SCD) 73.01 80.11 36.78 77.03
JanusGuard (Only TDD) 80.37 75.12 46.09 75.05

JanusGuard (Ours) 72.48 74.05 36.03 74.54

A. Experimental Setup

Datasets and Models We collected 100 videos from
DAVIS [30] and additional real-world clips, covering diverse
content with clear subjects and noticeable motion. Videos
range from 8 to 40 frames at a 512×512 resolution. To
evaluate real-world defense efficacy, we target two represen-
tative open-source video editing models: TokenFlow [3] and
FateZero [4]. Our surrogate model consists of the pretrained
VAE and U-Net from Stable Diffusion v1.5 [24], with the U-
Net being augmented by AnimateDiff motion modules [31].
Baselines We conduct controlled comparisons with methods
that are publicly available and reproducible, i.e., whose source
code and key algorithmic details are sufficient for faithful
implementation. We compare JanusGuard with three baselines:

(1) w/o protection, the original unprotected video; (2) Random
Noise, where Gaussian noise with the same L∞ norm as our
perturbation is added; and (3) PRIME [18], an open-source
video defense method.
Evaluation Metrics We evaluate protection effectiveness and
visual quality. For protection effectiveness, we assess the
quality of the edited videos using four dimensions from
VBench [32]: Subject Consistency, Motion Smoothness, Imag-
ing Quality, and Temporal Flickering. For visual quality, we
measure the imperceptibility of perturbations by comparing
protected videos to originals using Peak Signal-to-Noise Ratio
(PSNR) and Structural Similarity (SSIM).
Implementation Details Our framework is implemented in
PyTorch and tested on a single NVIDIA A100 GPU. The
segmentation masks for SCD are generated by Segment-



Anything Model (SAM) [33], and the VAE is from Stable
Diffusion v1.5. For perturbation generation, we use an L∞
budget of ϵ = 8/255 to bound per-pixel changes. We run
PGD for 50 iterations, after which the optimization typically
shows diminishing returns in our pilot runs. For the TDD loss,
the balancing hyperparameter is set to λp = 0.1. In the final
protection pipeline, the DDIM refinement strength is set to
s = 0.2.

B. Protection Effectiveness (RQ1)

To answer RQ1, we evaluate the protection effectiveness and
cross-model transferability of JanusGuard. Table I and Table II
report VBench scores (lower is better for protection because
it indicates poorer edited results) on two representative LDM-
based video editing models, TokenFlow [3] and FateZero [4].
Across all four dimensions, JanusGuard consistently achieves
the lowest scores among all baselines, indicating that it de-
grades the editing outcome most effectively on both target
models, even though the perturbation is generated using a
generic surrogate model without access to the target archi-
tectures.

Compared with PRIME [18], JanusGuard yields a clear
additional drop on TokenFlow, especially on Imaging Quality
(56.76 → 46.46), while also reducing Subject Consistency,
Motion Smoothness, and Temporal Flickering. A similar trend
is observed on FateZero, where JanusGuard further lowers all
four scores.

Fig. 3 provides qualitative evidence on TokenFlow. Without
protection, the edited results closely follow the prompts and
remain visually coherent across frames. PRIME only partially
disrupts the edits, with the target concepts remaining recogniz-
able and only mild degradation observed. In contrast, Janus-
Guard causes the editing process to break, producing severely
distorted and unstable outputs with corrupted appearance and
reduced subject coherence, consistent with the lowest VBench
scores.

C. Quality of Protected Videos (RQ2)

To answer RQ2, we evaluate whether JanusGuard preserves
the visual quality and main content of the original videos
after protection. We report PSNR and SSIM between pro-
tected and original videos in Table III. JanusGuard achieves
33.56 PSNR and 0.913 SSIM, which is better than Random
Noise (33.47 PSNR, 0.883 SSIM). This indicates that our
perturbations are more imperceptible than directly injecting
Gaussian noise. PRIME attains slightly higher PSNR/SSIM
(34.43, 0.921), suggesting smaller pixel-wise deviations under
these two pixel-aligned measures.

However, PSNR and SSIM do not always fully reflect
human perception, especially when the changes are dominated
by subtle high-frequency patterns that are visually benign but
penalized by pixel-level comparisons. We therefore comple-
ment Table III with a qualitative comparison in Fig. 4. We
show frames at the same frame index without applying any
editing operation. JanusGuard preserves the overall structure

TABLE III
VISUAL QUALITY COMPARISON OF PROTECTED VIDEOS.

Method PSNR ↑ SSIM ↑
Random Noise 33.47 0.883
PRIME 34.43 0.921
JanusGuard (Ours) 33.56 0.913

and semantics of the scene without obvious geometric de-
formation, while Random Noise introduces noticeable high-
frequency artifacts. PRIME shows grainy speckle-like patterns
with chroma noise in the highlighted region. These obser-
vations support that JanusGuard maintains high perceptual
fidelity while remaining effective for protection in RQ1.

w/o protection

Random Noise

PRIME

Ours

1 - Frame N/2 - Frame N - Frame

Fig. 4. Qualitative comparison of imperceptibility. We show the original frame
and the protected frames from Random Noise, PRIME, and JanusGuard at the
same frame index, without any editing operation. The red dashed box marks
the zoomed-in region. JanusGuard preserves a cleaner and more coherent
texture than the baselines.

D. Ablation Studies (RQ3)

To assess the contribution of each component, we conduct
ablation studies on both TokenFlow and FateZero (Table I
and Table II). Using only the spatial module (JanusGuard
Only SCD) provides strong protection, yielding lower VBench
scores than PRIME in Subject Consistency and Imaging Qual-
ity on both models. In contrast, using only the temporal mod-
ule (JanusGuard Only TDD) more effectively degrades motion-
related dimensions, leading to lower Motion Smoothness and
Temporal Flickering.

Combining SCD and TDD consistently achieves the lowest
scores across all four dimensions. The improvement over each
single-component variant is most evident on motion-related
metrics, which indicates that temporal disruption is necessary



in addition to spatial corruption. These results suggest that
SCD and TDD provide complementary benefits, and both are
important for comprehensive protection.

V. CONCLUSION

In this paper, we proposed JanusGuard, a target-agnostic
defense against unauthorized video editing. By disrupting
internal representations used by video editing models, Janus-
Guard avoids reliance on external targets. Through the joint
effects of Spatial Confusion Defense (SCD) and Temporal
Decoupling Defense (TDD), it interferes with spatial seman-
tics and temporal dynamics while preserving visual fidelity.
Experiments on mainstream video editing models demonstrate
effective and transferable protection. Future work will study
robustness under common post-processing operations such as
compression, rotation, and resizing.
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