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Abstract—Deep learning has significant potential to enhance
medical services, but low tolerance for error and the risk of poor
performance on unseen data has slowed the widespread adoption
of models in practical settings. In principle, uncertainty quan-
tification (UQ) may be used to evaluate the trustworthiness of
predictions, facilitating the effective use of models in medical ap-
plications. UQ techniques in deep learning aim to reliably express
the doubt in a measurement/prediction. However, common UQ
techniques and evaluation metrics/measures in deep learning only
consider uncertainty reliability as viewed from relatively simple
measurement frameworks where contextual factors relevant to
complex medical decision making can not be easily integrated.
But even for cases where these factors may be quantified and
considered, common methods do not achieve/assess all aspects of
reliability that are relevant to clinical applications. We describe
these shortcomings, and propose research priorities to help
improve the effectiveness of UQ for medical applications, and
realise the positive impact deep learning could have on patient
outcomes.

Index Terms—uncertainty quantification, deep learning, uncer-
tainty reliability

I. INTRODUCTION

While deep learning holds considerable potential to enhance
medical services and improve patient outcomes, the commer-
cial uptake of models has seen relative stagnation compared to
other fields [1]. Among several reasons (e.g. privacy/logistical
challenges with acquiring suitable datasets), a low tolerance
for error imposes strict requirements on model performance
that can be difficult to achieve, or even define in practice.
E.g., the black box nature of many deep learning approaches
can make it challenging to understand all of the relevant ways
a model may fail in practical settings; yet, this is necessary to
define suitable performance criteria. This lack of transparency
also makes it appealing to provide some indication of the
trustworthiness of individual predictions to facilitate deploy-
ment in real measurement scenarios (e.g. determine whether a
prediction is likely to be correct, and therefore whether it can
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be trusted to inform diagnosis). Despite the potential of various
techniques that aim to provide this information (explainable AI
[2], and causal model development [3]), their practical utility
remains questionable for many use-cases [4], [5].

Here, we focus on uncertainty quantification (UQ) tech-
niques in deep learning, which can be used to estimate the
degree of doubt in a model’s prediction. In principle, this can
provide a means to determine when a model is likely to output
an incorrect prediction without prior knowledge of the ground
truth. While this does not provide rich information about why
a model may fail (i.e. provide some notion of interpretability
that is often desired in medical decision making), it can
be used to make more effective use of model predictions
(e.g. to disregard predictions likely to be inaccurate, or to
enhance efforts to prototype models/collate datasets). With
that said, even in this capacity, we argue in this paper that
commonly used UQ techniques and measures for assessing the
quality of uncertainty estimates are not sufficient for medical
applications.

The potential uses of model predictions in medicine are
broad; e.g. enhancing the efficiency of a device already rou-
tinely used by human clinicians to plan treatment/inform diag-
nosis (i.e. physical measurements), or as autonomous agents
capable of making complex decisions related to diagnosis or
treatment plans without human intervention [6]. Yet, here, we
argue that the frameworks used to quantify uncertainty in deep
learning models are generally unsatisfactory given the practical
challenges imposed in medical contexts.

For autonomous complex decision making, deep learning
architectures and UQ methods for deep learning do not factor
in all relevant contextual factors (hermeneutic uncertainty)
which lack an effective means of quantification, and therefore,
integration into deep learning frameworks [7], [8]. Instead, UQ
methods in deep learning are formulated to try and achieve
uncertainty reliability [9] as viewed from a measurement
scenario where the relevant contextual factors are quantifiable
and more readily integrated into model optimisation frame-
works. This makes current UQ methods more appealing for
models intended to provide, replace, or enhance an existing
measurement service (where relevant confounding factors can



be more easily quantified). This scenario reflects how non-
network based measurement techniques are used by clini-
cians in standard work flows. But even here, limitations in
common strategies for quantifying uncertainty, and assessing
uncertainty reliability in deep learning make it challenging to
effectively implement and assess their practical utility given
the conditions imposed in medical contexts. Therefore, we
suggest that the effectiveness of UQ techniques in medical
applications remains debatable even in more simple measure-
ment scenarios.

A. Aim

Here we describe the inadequacies of common UQ tech-
niques and UQ evaluation measures in deep learning with
respect to the challenges involved with using models in clinical
applications. We also include some discussion on the prospect
of using UQ in generative deep learning, and propose tractable
next steps for improving UQ techniques in a way that can
improve clinical decision making. While the literature often
refers to uncertainty reliability measures as ‘metrics’, this has
specific implications in some fields that may not apply; instead
we use the term ‘measure’ where applicable [10].

II. UNCERTAINTY QUANTIFICATION IN DEEP LEARNING

While most deep learning models are deterministic, (i.e.
evaluating the same input several times will produce identical
point predictions), uncertainty quantification techniques in
deep learning aim to move beyond point predictions and
configure models so they output an uncertainty representation
alongside predictions (e.g. a predictive distribution, a cali-
brated interval, or a set of plausible labels). While generic
classification models already predict a distribution, these are
often overconfident [11] and only capture one source of
uncertainty (aleatoric uncertainty). Of several sources of un-
certainty, epistemic uncertainty (reducible model uncertainty),
and aleatoric uncertainty (irreducible uncertainty intrinsic to
the data/task) are the most relevant in practical measurement
scenarios. Hermeneutic uncertainty is relevant to determining
the effective use of model outputs in complex decision making,
but is not easily factored into modelling approaches given the
lack of effective means for quantification [7], [8].

There are several different techniques for uncertainty quan-
tification in deep learning (e.g. post-hoc recalibration, intrinsic
modelling, and post-hoc ensemble summarised in Table I),
each of which employ different theoretical frameworks for
estimating various sources of uncertainty [12]. Frequentist
methods treat uncertainty as the long-run frequency of events.
E.g. temperature scaling (a post-hoc recalibration method) uses
a hold-out calibration set to rescale class probabilities so they
are calibrated against the observed distribution of prediction
errors [11]. A scalar temperature parameter T > 0 is applied
to the logits output by the model. Given a model’s uncalibrated
logits z, where z = [z1, z2, . . . , zC ] where C is the number of
classes, the calibrated probabilities are given by:

pi =
exp(zi/T )∑C
j=1 exp(zj/T )

, i = 1, . . . , C (1)

where pi is the probability of class i after temperature scal-
ing. Conformal prediction is another post-hoc recalibration
approach where (in the case of split conformal prediction
[13]) nonconformity scores (e.g. residuals) of a hold-out
calibration set (n examples) are used to define a conformal
quantile for a chosen coverage level by taking the (1 − α)
quantile of the sorted scores (i.e. the k smallest score, where
k = ⌈(n + 1)(1 − α)⌉). The prediction intervals for test
examples are then derived using this quantile. However, these
post-hoc recalibration methods may yield unreliable estimates
with limited data [14].

Bayesian approaches, by contrast, incorporate prior beliefs
that are refined with new evidence to produce predictive
distributions [15]. Bayesian-inspired techniques are reasoned
from the principles underlying Bayesian inference, which is a
common theoretical framework for quantifying the uncertainty
in a predictive model (epistemic uncertainty).

In principle, Bayesian inference can be used to acquire
a distribution of predictions. However, with deep networks,
the denominator (evidence) makes the posterior intractable
to evaluate given the large number of parameters [16]. This
motivates a need for more efficient techniques. Variational
inference is one approach [16], where a more tractable vari-
ational distribution is used to approximate the posterior by
optimising the evidence lower bound (ELBO). However, even
variational inference is not tractable for large models [16], and
there have been further efforts to develop even more efficient
and effective techniques such as Monte Carlo Dropout or the
Improved Variational Online Newton [17] that approximate
variational inference (both intrinsic modelling approaches).

Evidential deep learning is a framework based on subjective
logic theory where a model is trained to output evidence
that is used to define a Dirichlet distribution over the class
probabilities (i.e. a distribution over the possible combinations
of output class probabilities) [18]. I.e. the model outputs the
amount of evidence supporting the statement that the input
belongs to a particular class. This evidence may be interpreted
as a pseudo-count of training examples that take the value of
a class that the test input has resemblance to. A belief mass
and uncertainty mass can be calculated for a given prediction.
For the regression case, a Normal Inverse-Gamma distribution
can be used instead.

Deep ensembles (post-hoc ensemble approach) stands apart
from the other approaches as a discrete predictive distribution
as derived by aggregating outputs from multiple identical mod-
els, each trained independently with distinct random weight
initialisations [19].

Aleatoric uncertainty is often modelled by parameterising
the model to predict the parameters of a distribution (e.g. a
Gaussian Negative Log likelihood) in the case of regression, or
by parameterising classification models to predict the variance
on the logits [20].

III. EVALUATING UNCERTAINTY RELIABILITY

There are several compelling use cases for AI models where
the model is intended to perform a straightforward measure-



TABLE I
COMMON UNCERTAINTY QUANTIFICATION METHODOLOGIES IN DEEP LEARNING WITH DESCRIPTIONS (ADAPTED FROM [12])

UQ Methodology Description UQ Techniques

Post-hoc Post-hoc ensemble Uncertainties are derived by aggregating the out-
puts of multiple versions of the same architecture
that are trained to perform the same task.

Deep Ensembles

Post-hoc recalibration A held-out calibration set is used to learn a trans-
formation applied to the predictions to improve
their calibration.

Temperature Scaling, Conformal Prediction, Iso-
tonic Regression

Intrinsic Uncertainties are estimated as a consequence of
the design choices involved with the model’s
optimisation/evaluation.

Monte-Carlo Dropout, Quantile Regression, Evi-
dential deep learning

ment (e.g. of a physiological parameter, or diagnosis) with
clear notions of prediction error. Akin to how an uncertainty
from a non-network based medical device may be used to
assess the trustworthiness of a measurement, an uncertainty
indicating the accuracy of a model’s prediction may help
improve the use of predictions in some clinical work flow
(e.g. reject measurements/predictions likely to be inaccurate).
Common deep learning frameworks, UQ techniques in deep
learning, and measures used to evaluate the quality of uncer-
tainty estimates cater to these straightforward measurement
scenarios where relevant confounding factors/sources of uncer-
tainty are readily quantifiable; here, we provide an overview of
the key concepts related to evaluating the quality of estimated
uncertainties from this perspective.

Two important concepts related to uncertainty reliability are
calibration (i.e. the extent to which the magnitude of uncer-
tainties correlate with the magnitude of prediction error) and
sharpness (how tightly the predictive distribution falls around
the ground truth) [21]. These can be assessed at various scales.
E.g. global calibration measures assess whether the average
uncertainty over the test set of examples is equivalent to the
average prediction error. Local calibration measures, on the
other hand, assess the equivalence of the average uncertainty
and the prediction error for test predictions binned by uncer-
tainty magnitude. This concept can be extended to the level
of individual predictions, i.e. individual calibration/reliability
[9]. One can also bin predictions by something other than
uncertainty magnitude, e.g. by target class or data quality
parameters to assess adaptivity [9]. Reliability diagrams that
plot the extent to which each bin is calibrated can show local
trends in over or underestimation. Here, there is an inherent
tradeoff between locality and the effectiveness of the assess-
ment of uncertainty reliability; i.e. some calibration/reliability
measures increase with bin number.

The chosen expression of uncertainty (e.g. class probability
or entropy for classification), and choice of reliability mea-
sure can influence perceptions of uncertainty reliability [12],
[22]. Broadly there are two types of evaluation measures for
regression: coverage and variance based measures. The former
assesses whether ground truths fall within the X% confidence
interval X% of the time, while variance-based measures assess
the equivalence of uncertainty magnitude with prediction error.
However, coverage based measures have been shown to lack

suitable properties as uncertainty reliability measures in some
cases [23].

The concepts presented here cater to relatively simple
measurement scenarios. They only consider whether the un-
certainty magnitude indicates the accuracy of the predicted
measurand (quantity being predicted); i.e. they are agnostic
to the effect an uncertainty estimate may have on patient
outcomes given how it may be used within a given clinical
work flow (this is a general weakness that also applies to the
non-network based predictions). Therefore, this framework for
evaluating uncertainty reliability does not necessarily indicate
the practical utility of uncertainty estimates [24], [25]. This
framework for uncertainty reliability also does not readily
apply to some common applications of deep learning, e.g.
reliability metrics/measures are challenging to apply to cases
where there are less clear notions of prediction error (e.g.
generative modelling). These limitations impose significant
barriers to using UQ to assess the trustworthiness of AI
systems used in medicine.

IV. INADEQUACIES OF UQ METHODS AND UNCERTAINTY
EVALUATION MEASURES

We provide commentary on whether UQ techniques and
reliability measures in deep learning provide the necessary
insight as to whether the use of estimated uncertainties may
improve patient outcomes given how model outputs may be
used in practice.

A. Accounting for individualised contextual information

The methodological limitations of deep learning models
make it challenging to incorporate the individualised assess-
ment of various contextual factors that medical professionals
sometimes use to influence decision making [7], [8]. These
factors are particularly important for models intended to take
the place of humans (partially or fully). For example, in the
hypothetical case where an AI model is trained to observe
symptom patterns to recommend treatment (as discussed in
[7]), the disclosure/reporting of a patient’s predicted condi-
tion can actually lead to negative patient outcomes in some
cases, e.g. emerging due to domestic abuse. Similarly, a risk
assessment for data-driven atrial fibrillation (period of irregular
uncoordinated heartbeat, abbreviated as AF) classification [26]
emphasises the role patient information (e.g. metadata, or



other symptoms) not accounted for by the model may play in
improving patient outcomes. While medical professionals can
infer whether this may be worth considering from contextual
information acquired from repeated visits, deep learning mod-
els are not typically developed in a way to use this information.
This is challenging to incorporate into a modelling framework
given the highly individualised nature of the kind of context
that may influence decision making, and also the unique way
this can affect patient outcomes on a case-by-case basis.
Effective frameworks for using current AI models [27] in
medical contexts should therefore involve deliberation with
medical professionals to define these factors with respect to
existing ethical frameworks and attempt to formulate decision
making criteria, or enhance model development in a way
that takes these into account. Greater emphasis should be
placed on incorporating contextual factors to formulate richer
expressions of uncertainty and evaluations of reliability. This
will become increasingly relevant as trends move towards
models making more complex decisions.

With that said, in some cases, models may be used to
automate procedural manual analysis of medical data, or to
streamline/enhance an existing device used to make decisions;
and in this capacity, popular UQ techniques in deep learning,
in principle, may be more suitable, as relevant factors are
more easily incorporated into their formulation. The rest of
this article considers these use cases.

B. Individual reliability

In many applications, a single measurement or few mea-
surements are used to inform decisions. Therefore, individual
estimates of uncertainty should exhibit reliability (i.e. models
should achieve individual reliability [28]). [29] provides one
formal definition for individual calibration. Here, H (bold
letters signify random variables in this section) is a randomised
forecaster that maps an input x to a predictive cumulative
distribution function (CDF). If H is a perfect forecaster then
H[x] should be equal to the true CDF FY|x, where the true
outcome is a random variable Y ∼ FY|x (while FY|x is a
CDF, here it is also used to represent the distribution of Y as
in [29]). The probability integral transform FY|x(Y) should be
a uniformly distributed variable if Y is indeed drawn from a
distribution defined by FY|x. So H[x](Y) (forecaster evaluated
on the outcome) should behave like a variable sampled from
a uniform distribution if H[x] = FY|x. Therefore, individual
calibration errH(x) can be defined as the distance d between
the CDF of H[x](Y) denoted as FH[x](Y), and FU , the CDF of
a uniformly distributed random variable, giving errH(x) :=
d(FH[x](Y), FU ).

However, many UQ techniques in deep learning do not
optimise for individual reliability, and even those that do often
fail to achieve it in practice or are not practically useful
in medical contexts. Some generic implementations of post-
hoc methods rescale uncertainty estimates based on global
reliability measures, and therefore, do not encourage individual
reliability [30]. Scalable Bayesian inspired approaches are not
typically posed in a way that directly optimises for individual

reliability, e.g., MCD approximates the minimisation of the
ELBO, which does not optimise for individual reliability. Fig.
1 shows the results (bivariate histogram of predicted uncer-
tainty and prediction error) of a deep learning model trained to
predict blood pressure from raw photoplethysmography (PPG)
signals, where MCD is used to estimate uncertainty. It is evi-
dent that MCD did not produce locally calibrated uncertainties.
While the Gaussian negative log likelihood encodes individual
reliability, in practice, this loss is not effective at achieving
this. E.g. estimates given in [12] show that the model exhibits
poor local reliability.
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Fig. 1. Bivariate histograms showing the distribution of predicted uncertainties
(combined epistemic and aleatoric modelled with a likelihood-based loss
and MCD) with respect to prediction error for blood pressure (systolic and
diastolic blood pressure, abbreviated SBP and DBP respectively) regression
models trained on raw PPG time series. The dashed line indicates perfect
calibration; here, the estimates clearly do not exhibit individual calibration.
Figure created from data reported in [12].

Evidential deep learning encourages individual reliability
(e.g. the KL divergence term of the loss pushes the predicted
Dirichlet distribution away from the one-hot ground truth when
the evidence higher than it should be), but is sensitive to class
imbalance common in medical datasets [31]. Furthermore, the
expression of uncertainty is not immediately interpretable like
a class probability could be, which would require additional
effort and validation to formulate an effective decision criteria.
Some variants of conformal prediction may have the capacity
to optimise for individual reliability [28], yet the need for
a representative and large held-out calibration set imposes
limitations for medical applications, along with the approach’s
other drawbacks. These also exhibit poor generalisability com-
pared to intrinsic approaches [32]. Nevertheless, this perhaps
is the most promising approach to take in cases where there
are large datasets. Yet, there remains a need for UQ methods
that optimise for individual reliability that also accommodate
common constraints on available data (class imbalance, and
general number of samples). While some variants of popular
UQ techniques aim to address some of these limitations
(e.g. [30], [31]), further work needs to be done to test their
effectiveness at scale and in realistic contexts.

Furthermore, common measures for assessing uncertainty
reliability in deep learning do not provide a quantitative
indication of individual reliability. Local (expected calibration
error ECE [11], uncertainty calibration error UCE [33], and
variation calibration error VCE [12]) or global calibration
measures (e.g. negative log likelihood, continuous ranked



probability score [34]) are more commonly implemented.
Proper scoring rules like continuous ranked probability score
[34] encode per instance sharpness and accuracy; ultimately
they are used as aggregate global metrics, where this and the
encoding of accuracy adds some ambiguity to the assessment
of individual reliability.

C. Generalisability of uncertainty reliability

1) Adaptivity: Local reliability measures indicate the relia-
bility of uncertainty estimates at various magnitudes, which
can help facilitate decision making (e.g. high uncertainty
predictions are reliable, and therefore can be used to reject
predictions with confidence). However, it is also of interest
to assess model performance on various data classes. E.g.
are high uncertainties on noisier time series still reliable? Or
for particular demographic profiles? Therefore it is crucial
for models to produce uncertainty estimates that achieve
adaptivity.

Fig. 2. Reliability diagrams for binary classifier trained to predict atrial
fibrillation from raw PPG time series. Uncertainties are estimated with a range
of techniques with Monte Carlo Dropout (MCD). The dashed line indicates
perfect calibration. While the non-adaptive plot (blue) might indicate some
degree of reliability, the adaptive plot shows significant discrepancy in the
per class reliability. In particular, the minority class exhibits poor calibration.
Figure created from data acquired from [12].

With that said, uncertainty reliability may not generalise
well to all data classes without additional constraints. Even
in the simple case of MCD applied to a binary classification
task, uncertainty reliability can favour the dominant class as
seen in [12], [22] and Fig. 2, which shows the global and
adaptive reliability diagrams for a model trained to predict
atrial fibrillation from raw PPG time series. While adaptivity
can be assessed by plotting more standard reliability measures
individually for each data class, issues with binning remain
[12], and complicate analysis in cases where certain classes
are highly underrepresented. While there are several variants of
conformal prediction that aim to achieve adaptivity (per-class
or otherwise) [35], [36], these are not well suited for data
scarce applications common in medical settings. Therefore,
there remains a strong desire for adaptive UQ methods that
work in data scarce settings.

2) OOD data: Several works have shown that UQ tech-
niques in deep learning do not generalise well to OOD data

[32], [37]. This raises fundamental concerns with using esti-
mated uncertainties to aid in decision making, as uncertainty
estimates are often useful for highlighting examples that are
likely to result in poor performance. In turn, these often
correspond with those that are OOD relative to the training
set. This motivates a need for thorough evaluations of the
generalisability of uncertainty reliability. Yet, aside from some
simple methods [38], there is a lack of thorough evaluation
frameworks for assessing this. Greater effort should be placed
towards understanding why there is some variability in the
generalisability of different UQ frameworks used in deep
learning, in characterising relevant sources of dataset shift, and
developing methods to evaluate uncertainty generalisability.
Previous efforts for benchmarking uncertainty reliability [39],
[40] do not use adequate measures or factor in all relevant
aspects related to the use case of the model.

D. General practical considerations

There are quite general challenges with uncertainty quan-
tification in deep learning that also affect its utility in medical
and other applications.

1) Model parameterisation: Many UQ techniques in deep
learning are parameterisable, where uncertainty reliability is
dependent on the chosen parameterisation (e.g. see examples
from [41], and Fig. 3 that shows the reliability diagrams of
classifiers trained to predict atrial fibrillation from raw PPG
time series with MCD where each employs a different dropout
rate). Yet, there is a lack of an efficient and generalisable
methodology for choosing parameters that optimise reliability.
While MCD can be adapted to optimise the dropout rate as
part of the training objective [42], in general, a grid search over
various parameterisations to optimise uncertainty reliability
is recommended [16]. However, this can be expensive given
model training times, and the number of parameters that need
to be optimised [42]. This strategy is further complicated by
the fact that some models may be used in a way such that they
do not have a well defined quantitative notion of prediction
error which complicates the formulation of measures for
uncertainty reliability. As will be discussed, this is relevant
in generative modelling, where uncertainty in an output may
correlate with whatever notion of error is used, but may not
factor in other contextual factors about how a model used
for a downstream task may interpret image features that are
actually relevant to the decision making process. In general,
the lack of measures for individual reliability prevents the
effective use of grid searches; though perhaps proxy measures
can be used instead. The consequences of certain architectural
choices are not well understood with respect to the optimal
choice of hyperparameters, e.g. the placement of dropout
for MCD [41] or the number of ensembles used in deep
ensembles [43]; greater effort should be placed understanding
how uncertainties are affected by these design choices.

2) Uncertainty disentanglement: It has been shown that
common uncertainty disentanglement strategies in deep learn-
ing used for decomposing total uncertainty estimates into
their constituent aleatoric and epistemic contributions are not
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Fig. 3. Plot of reliability diagrams for binary classifier trained on raw PPG
time series to predict AF classification. Uncertainties are estimated with Monte
Carlo Dropout. Here, the chosen dropout rate has a considerable effect on the
reliability of the uncertainties. The figure was created from data reported in
[41].

effective, as evidenced by the significant correlation between
the two sources [41], [44]. While in principle estimates of
epistemic uncertainty may help inform design choices for
model architecture, or aid in the curation of suitable training
sets, in practice, disentangled uncertainty estimates can not
be used for this purpose limiting the utility of the predicted
uncertainties. This also limits the utility of disentangled es-
timates of aleatoric uncertainty for understanding the extent
that the ill-posedness of the model’s task or noise can have on
the trustworthiness of predictions.

E. Generative modelling

Given restrictions placed on the use of real medical data and
the labour involved with acquiring and collating data, there
is considerable interest in using generative deep learning to
procure more easily shareable/usable synthetic datasets. With
that said, it is well known that generative deep learning models
such as generative adversarial networks and diffusion models
are prone to producing data with hallucinations and artefacts
that may not occur in real data [45]. This can make them
unsuitable for use as training data for downstream tasks or
other purposes related to model development (e.g. synthetic
benchmark datasets for evaluating model performance). Un-
certainty quantification has been proposed as a means to filter
low-quality generations [46], but assessing the reliability of
estimates is complicated by the lack of a ground truth for
each generation in many cases. In principle, it may be possible
to conduct a coarse and heuristic analysis of uncertainty
reliability using proxy measures for generated data quality
(e.g. observe whether uncertainty correlates with image quality
[46], [47]). However, image quality measures commonly used
in generative modelling are not sufficient in this context as they
do not factor in task-specific quality indicators relevant to the
downstream task they are used for. E.g. when used as training
data for deep learning models trained for ultimate use on real
data, synthetic image quality is model architecture-dependent,
and thus affects the downstream generalisability/reliability of
models trained on this data. While in principle, the perfor-
mance of a model trained on the downstream tasks using
synthetic data may provide a more effective notion of image
quality, this is an often expensive and impractical choice
in many scenarios. Emerging decision-theoretic approaches

aligned with this concept [48] may be suitable in cases where
prediction error on the model outputs is ill-defined, but the
consequences of using these outputs for decisions can be
evaluated through a well-defined loss function.

In addition to the lack of appropriate context of how the gen-
erated data is used in practice, commonly used synthetic data
quality metrics may also have their own intrinsic uncertainty.
E.g. some quality metrics leverage auxiliary deep learning
models to detect characteristic feature representations, and
compare them with those detected from a reference set of real
images (e.g. the Fréchet Inception Distance [49]). However,
their ability to reliably detect these feature representations
is inherently uncertain (depends on alignment between the
data domains of the embedding model’s training set, and the
samples fed into it among other factors) that will influence
the effectiveness of the metric; the consequences of this are
under explored in the context of uncertainty evaluation. More
clear and reliable notions of error in the generated images is
needed to enable the effective use of uncertainty quantification
in generative modelling.

F. Decision making

Commonly used uncertainty reliability measures in deep
learning indicate whether the magnitude of uncertainties re-
flect the accuracy in the predicted measurand (quantity being
measured). They do not consider the effect an uncertainty
estimate may have on patient outcomes given how it is
used within a given clinical decision making process/work
flow. Therefore, generic frameworks for evaluating uncertainty
reliability do not necessarily indicate the practical utility of
uncertainty estimates when used in clinical work flows [24],
[25]. Emerging decision theoretic frameworks for uncertainty
quantification [25], [48] (discussed in Section IV-E) may
improve the practical utility of estimates by considering the
consequences of using them in some clinical decision making
process. While this also applies to uncertainties from more
generic measurement devices, this is particularly relevant to
deep learning models given their ability to perform complex
tasks.

V. CONCLUSIONS AND RESEARCH PRIORITIES

UQ techniques in deep learning aim to express the doubt in
a given model output/prediction. However, there are inadequa-
cies with common UQ techniques and reliability measures in
deep learning that make it challenging to achieve and assess
the extent of uncertainty reliability desired in medical contexts.
To summarise, the main challenges are:

1) a lack of an effective means to incorporate rele-
vant patient-specific contextual information for esti-
mating/expressing uncertainty, or accounting for this
in model optimisation schemes needed for com-
plex/autonomous decision making,

2) a lack of UQ techniques and evaluation measures that
effectively assess individual calibration and adaptivity in
data scarce scenarios,



3) poor methodological frameworks for optimising training
parameterisation and the evaluation of the generalisabil-
ity of uncertainty reliability,

4) a lack of effective accuracy measures for evaluating gen-
erated data quality in medicine, and therefore uncertainty
reliability for generative deep learning,

5) common uncertainty reliability measures do not consider
the effect uncertainty predictions may have on patient
outcomes given how they are used with respect to some
clinical work flow.

For 1), as suggested in [7], deliberation with medical
professionals is needed to establish contextual factors that
may strongly influence patient outcomes for complex decision
making [26]. Further effort should also be placed towards
finding ways to quantify and incorporate this information into
the model optimisation procedure, and ensuring predictions are
output in a manner that enables them to be used appropriately
in light of remaining limitations in incorporating these factors,
e.g. low uncertainty estimates could be expressed as a rec-
ommendation for further investigation of possible contextual
information to prevent poor outcomes of planning treatments
based on the model output alone. Establishing these factors
and useful expressions of uncertainty will be task and model
specific.

For 2), greater emphasis should be placed on developing
and testing UQ techniques that directly optimise for adap-
tivity, and individual reliability while also catering to the
practical realities of medical data (significant class imbalance,
and smaller dataset sizes). Conformal prediction may offer
promising paths towards achieving this [28], while intrinsic
modelling approaches seem less flexible in this respect. Some
evidential deep learning approaches have been developed to
address class imbalance, but these should be tested at scale on
realistic problems [31]; this also applies to other variants of
popular UQ techniques that aim to address individual reliabil-
ity [30] or other weaknesses. Novel quantitative measures for
individual reliability are also needed, along with some notion
of uncertainty in the measures (e.g. introduced by binning
limitations or otherwise). While some notions of individual
calibration can be assessed with an average difference between
prediction error and uncertainty, this fails to capture sharpness
which is a critical aspect of uncertainty reliability.

For 3), greater effort should be placed towards develop-
ing general frameworks for assessing the generalisability of
uncertainty reliability, including sensible criteria/measures for
defining the extent to which test data is OOD relative to
training data. Here it is important to stratify data based on
factors relevant to the use case (e.g. generalisation for minority
data classes vs. majority classes). Additional efforts should
be placed towards improving methods for optimising model
parameterisations, which should involve a better understanding
of how these parameters affect uncertainty reliability. Greater
understanding of the various dependencies can help streamline
hyperparameter choice. While some efforts to benchmark
uncertainty reliability have been conducted [39], [40], the use
of common evaluation measures, and lack of stratification to

assess reliability with respect to the use case of the model
falls short of providing a generalisable framework relevant to
medical applications.

For 4), there is a lack of rigorously formulated procedures
for evaluating uncertainty reliability in cases where there are
no ground truths, and therefore, no clear notion of prediction
error. While proxy-measures for generated data quality could
be used to facilitate a coarse reliability analysis [47], more
work should be placed towards establishing their trustwor-
thiness. Furthermore, quality measures should factor in the
context of how the data is used in whatever downstream task
they are generated for.

For 5), ultimately, uncertainty estimates are useful if they
indicate whether the use of the prediction in some decision
making process/work flow will result in the desired outcome;
emerging decision-theoretic frameworks catering to this view
[48] may improve the practical utility of estimates. They may
also more readily apply to tasks that lack a well defined notion
of prediction error for the model’s outputs (e.g. generative
modelling - point 4) but may instead have a well defined loss
on the consequences from the decision made using the output.

Progress in these areas will help strengthen the effective
use of uncertainties in medicine, and ultimately help realise
the potential deep learning could have for improving patient
outcomes.
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