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Early 2000s: Distributed systems/computing

Early 2020s: Computational Social Sciences
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Spring 2011 2017 20192016
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teaching with 
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Games!
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SNA class project

PhD Dissertation 1 
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…

EU’s Digital 
Services Act



Can We Model Information Diffusion in Social Media?

Why:
● Build understanding of the forces that shape 

online discussions in order to: 
○ Adapt to changes, prepare for 

disruptions
○ Identify inauthentic behavior (anomaly 

detection)
○ Test intervention scenarios
○ Limit effects of disinformation/ 

manipulation campaigns via interventions

● Create synthetic datasets for science 
experiments
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Project funded by DARPA, done while and 
with team from University of South Florida.



Social Media Affects the World
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Information Diffusion: 
Observations from Three Scenarios
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• Venezuela political crisis in 
early 2019



Software Vulnerabilities

• Identified by a unique CVE (Common 
Vulnerability and Exposure) identifier 

• Formally recorded in a US government 
database (National Vulnerability 
Dataset)

• Discussed on social media
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Organic Discussions of Software Vulnerabilities

Reddit
• 0.5% CVE discussed only on Reddit
• Majority discussed before public disclosure
• More “certitude” before public disclosure

Twitter
• 95% CVEs discussed only on Twitter
• Majority of discussions after public disclosure
• More “elaborations” before public disclosure 

[Horawalavithana 2019]. Mentions of security vulnerabilities on Reddit, Twitter and Github. In 
IEEE/WIC/ACM International Conference on Web Intelligence 2019. 
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Software Vulnerability Mentions 
on Reddit and Twitter: Lessons

• Platforms show different activity:
o Twitter: more coverage
o Reddit: early/more information

• Reddit and Twitter can be used to 
predict the activity on related 
software repositories on GitHub
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[Liu 2019] Predicting Longitudinal User Activity at Fine Time Granularity in Online Collaborative Platforms, In 
IEEE International Conference on Systems, Man and Cybernetics (SMC), 2019
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The Information Campaign against the White Helmets
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The White Helmets are a Syrian 
volunteer organization known for:
● Humanitarian actions
● Efforts to rescue civilians in war 

zones during the Syrian civil conflict
● Refusal to align with groups or 

military factions

They also provided: 
● Video footage documentation of 

search and rescue operations
● Videos showing the human impact 

of the conflict



Social Media Datasets
• YouTube

o Data collected using YouTube API Keywords
o 666 videos posted between June 19, 2014 and April 30, 2019
o For each video: date published, channel, and English translation of 

title and captions
• Twitter

o Data collected using GNIP API from April 1, 2018 to April 30, 2019
o Selected only Twitter posts with links to videos in YouTube dataset
o 14,776 tweets

• Facebook
o Data collected using CrowdTangle’s URL endpoint query API
o Public Facebook posts with links to YouTube videos in our dataset
o 961 posts by 611 users between April 1, 2018 and April 30, 2019
o Out of 666 videos, only 236 were present in this dataset.
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Data Collection Keywords

‘white helmets’, ‘cascos blancos’, 
‘capacetes brancos’, ‘caschi

bianchi’, ‘casques blancs’, ‘elmetti
bianchi’, ‘weisshelme’, ‘weiß
helme’, ‘syrian civil defence’, 

‘белые каски’,
‘ يروسلايندملاعافدلا ’



Inorganic Activity from YouTube Comments
• 62 out of 666 videos had near-duplicate 

comments
• Out of 14K comments, 241 have at least one 

near duplicate

Videos-Comments Network
• 62 videos (red nodes)
• 241 comments (blue nodes)
• Green edges represent a comment to a video
• Orange edges represent a pair of near-

duplicate comments
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[Choudhury 2020] Strategic Information Operation in YouTube: The Case of the White Helmets. In 
International Conference on Social Computing, Behavioral-Cultural Modeling and Prediction and Behavior 
Representation in Modeling and Simulation 2020. 



Inorganic User Activity: Coordination
Channel: Lift the Veil

Channel: RT
15



Message promotion on YouTube via near-
identical videos posted on different channels
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53 videos out of 666 with near-identical 
content uploaded to 35 different channels

Channels connected by near-identical videos. Heavy 
presence of Russian media, Western journalists, 
and information activists involved in content 
coordination.



How are YouTube videos posted on Twitter and 
Facebook?
• Nodes are:
o Red: YouTube videos (144)
o Blue: Twitter users (471)
o Green: Facebook users (161)

• Time threshold of 52 seconds computed 
based on an inter-arrival analysis between 
posts to the same video 

• We connect social media user accounts 
that post the same YouTube videos within 
52 seconds
o 450 edges
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Agenda Broadcasting
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The node at the center shared all videos in detail 
network, whereas the other two coordinately 
(within 52 seconds) posted 6 and 7 videos, 
respectively.
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Pattern 2: Distributed Amplification
• Rapid promotion of same content by a group of users.
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Multi-platform: group of 
users from both platforms 
published a video from 
Sputnik

Single platform: multiple 
Facebook users posted the 
same video from RT

[Ng 2021] Multi-platform information operations: Twitter, Facebook and YouTube against the White 
Helmets. In Proceedings of The Workshop Proceedings of the 14th International AAAI Conference on 
Web and Social Media (ICWSM)(SocialSens), 2021. 



Pattern 3: Coordinated Video Recurrence

• Recurrent coordinated attempts among 
Twitter users in promoting same videos.

• One Twitter account repeatedly posted one 
video with always the same message.
o This user posted one video 16 times, and 

other users coordinated repeatedly by 
posting simultaneously
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[Ng 2021] Multi-platform information operations: Twitter, Facebook and YouTube against the White 
Helmets. In Proceedings of The Workshop Proceedings of the 14th International AAAI Conference on 
Web and Social Media (ICWSM)(SocialSens), 2021. 



Pattern 4: Sockpuppetry 

• Tightly connected network of users from 
different platforms who promote the same videos 
almost simultaneously.

• All videos in this network promote the same 
agenda, that of framing the WH organization as a 
terrorist group funded by the West.

• This behavior seems consistent with sockpuppet 
accounts controlled by the same agent across 
multiple platforms.
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[Ng 2021] Multi-platform information operations: Twitter, Facebook and YouTube against the White 
Helmets. In Proceedings of The Workshop Proceedings of the 14th International AAAI Conference on 
Web and Social Media (ICWSM)(SocialSens’), 2021. 



What Were the Effects of This Campaign?
• On information diffusion: hard to measure due to limited data

o Support from social media platforms needed to study 
and limit information campaigns
• Various accounts were blocked, content removed by 

platforms
• Hard to accurately measure diffusion: “seeing” vs. 

“retweeting” content
o How to connect online engagement with offline actions is still 

unclear

• In real life: tragic
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Venezuela Events in 2019
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Venezuela Events in 2019 as Reflected on 
Social Media
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Venezuela Events in 2019 as Reflected on 
Social Media
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Venezuela Events in 2019 as Reflected on 
Social Media
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Dec 30 Jan 06 Jan 13 Jan 20 Jan 27 Feb 03 Feb 10 Feb 17 Feb 24 Mar 03 Mar 10 Mar 17 Mar 24 Mar 31

arrests

arrests/opposition

guaido/legitimate

international/aid

international/aid_rejected

international/respect_sovereignty

maduro/cuba_support

maduro/dictator

maduro/legitimate

maduro/narco

military

other/anti_socialism

other/censorship_outage

other/chavez

other/chavez/anti

protests

violence

Venezuela-Related Topics on Twitter 
Respond Differently
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Different Topics on Different Platforms
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Information Diffusion: 
Observations from Three Scenarios
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• Venezuela political crisis in 
early 2019
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Information Diffusion Online 
Complex forces shape information diffusion
• Platform-specific features
• Platform-specific user communities
• Coordinated operations
• Physical world events
• Granularity of time, topics, community show different patterns
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The Winning Solution
• Machine learning-based models
• Forecast multiple datapoints in the future; avoid cumulating errors 
• Specialized models:

o Per platform (e.g., a set of models trained on Twitter data to predict Twitter actions)
o Per topic (such as “Guaido legitimate”, “arrests”, “military”, in the Venezuela political 

context of early 2019)
o Break the modeling problem into target components:

• Number of new users to join the topic
• Number of returning users
• Number of posts (tweets, videos, etc.)
• Number of reactions (retweets, replies, comments, etc.)
• User interactions (who reacts to whose message)
• Stance, emotion, etc. 
• Now we could even predict text messages with chatGPT-like tools (probably)

o Train specialized models with different exogenous data sources 
35
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[Iamnitchi 2023] Modelling information diffusion in social media: data-driven observations, 
Frontiers in Big Data 6, 1135191
[Ng 2022] Social media activity forecasting with exogenous and endogenous signals. In Social 
Network Analysis and Mining 12 (1), 2022.

The Winning Solution



Some Performance Results (Time Series)

37
Forecasting topic activity with exogenous and endogenous information signals in Twitter. Kin Wai 
Ng, Sameera Horawalavithana, Adriana Iamnitchi, ASONAM 2021



Take-Away Messages
• Social media influences social processes  in the real world

o Debates, lobbying, activism, disinformation, political processes, etc.

• It is important to understand/model it
o Much more now with the adoption of the EU Digital Services Act 

• For modelling social media activity: 
o Exogenous data is paramount for capturing sudden peaks of activity
o Training independent models, each using data (features) from different exogenous 

influences, captures influences from external events
o The selection of exogenous sources to use for a given topic at a particular time is very 

important
o Dynamic training-testing time windows works better than fixed time windows
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